
Cybersecurity and Cybercrime—
What every business and 
technology leader should know
Across virtually every industry, cybercrime has risen to epidemic proportions. High-profile 

stories about enterprise-level data breaches have become the current reality of doing 

business in the twenty-first century. Chipotle’s point-of-sale (POS)-based attacks in 2017,  

the Equifax breach that same year, and the attack on marketing firm Exactis in 2018 are  

just some of the breaches that made recent headlines. And it gets worse; industry experts 

warn that cybercrime will continue to become increasingly sophisticated well into the  

next decade.1

This white paper presents key elements about cyberattacks to which technology leaders 

must be alert. It examines the nature of cybercrime and the associated costs and suggests 

courses of action and best practices for data security to help prevent attacks—or at least 

make an organization a less likely target.
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Cyberattacks are becoming 
increasingly sophisticated
Cybercrime has been rising steadily, typically with associated 

costs into the millions of dollars for each breach.3 And it’s 

this cost to organizations that is often the motivation for the 

attacks. Ransomware, spyware, trojan files, cryptomining 

activities, and other money-collecting methods behind 

breaches have each waxed and waned in 2018 and into 

2019. Yet the nature and methodology of cybercrime is 

continuing to evolve and increase overall, scaling up to more 

targeted and varied attacks with the hope of higher paydays 

for the criminals behind them.4 

This is a change from the “mass mailings” of malware  

that made cybercrime relatively indiscriminate until  

recent years. Cybercriminals are now more frequently 

handpicking targets, using electronic “reconnaissance”  

to choose their targets more strategically.5 These attacks  

are well-executed, systematic, and are conducted via a 

variety of methods, including:

 ■ Botnets—a network of programs that pervade a network  

of computers, spreading malware; difficult to isolate

 ■ “Zombie computers”—a single computer that is used as  

a hub to stage an attack across an entire system

 ■ Distributed denial-of-service attacks (DDoS)—an overload 

of requests sent to a server via malicious programs with the 

intent of blocking legitimate requests from authorized users

Attacks may also involve direct contact with staff members 

in an attempt to socially engineer seemingly legitimate 

interactions into a means of gaining access to sensitive 

business data.6 These types of attacks are just as targeted 

and systematic as others, while becoming increasingly 

sophisticated and harder to spot. A socially engineered 

attack could be executed as: 

 ■ A malware attachment sent to a staff member via  

the convincing guise of an email from an accurately  

named supervisor

 ■ A phone call from an individual from “another department” 

or branch within the organization

 ■ An email that looks like it’s from an official source, such  

as a vendor, bank, or government institution

As businesses continue to gear up around data collection 

and strategy, implications as to the increased risk of attacks 

grow more serious. Business and technology leaders need 

to take on the mindset that it’s not a question of “if” a data 

breach will happen, but “when.”

Data theft is a growing industry

The capacity to collect, store, and share business 

data digitally has changed the way most organizations 

operate. Digital data has impact on how organizations 

make decisions and how people in nearly every 

industry do their jobs. Through efficient data 

management, brands build key strategies and deliver 

goods and services to customers and the public in 

a more precise, consistent, and scalable way. But 

this technology-driven evolution has also created a 

new underground industry—where data has become 

a valuable commodity to be intercepted, captured, 

ransomed, and sold. 

According to Cybersecurity company, Varonis, 

“Between January 1, 2005 and April 18, 2018 there 

have been 8,854 recorded breaches.”2 And as to 

the future, Varonis estimates that “Damage related to 

cybercrime is projected to hit $6 trillion annually by 

2021.” Over the last decade in particular, the threat of 

a data breach has become a necessary consideration 

for all businesses, high-profile and not. As such, 

gaining knowledge about how cybercriminals operate 

and the methods they use to perpetrate criminal 

activities is essential to the health of any organization.
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How do security breaches happen? 
Over the years, as technology and electronic data collection 

and storage became increasingly ubiquitous, cybercrime 

grew right alongside it. As businesses seek to rely more  

and more on their data to make game-changing decisions  

to remain competitive and secure profitability, the value of 

that data increases and becomes even more sought-after  

by criminals as a commodity. 

Organizations are coming to realize that the security of the 

platforms in which they do business must be a top priority. 

Some, however, have learned what a lack of investment in 

cybersecurity can cost. By spring of 2018, losses associated 

with cybercrime were valued at nearly $600 billion, which 

accounts for about 0.8% of the global GDP.7

How do security breaches happen in this new digital 

environment? One of the more obvious means is by 

cybercriminals gaining direct access to company systems 

via outdated technology and infrastructure in place that are 

easily exploitable. This can include POS transactions, mobile 

devices, IoT devices, and more.

To help combat this, not only must system security be 

regularly evaluated and updated, older, more vulnerable 

systems need to be retired. Roles and responsibilities around 

data security should be well-defined and reflected in data 

classification models and other safeguards that are regularly 

assessed and adjusted as needed.

But direct physical access is not always the first point of 

contact for cybercriminals. Other organizational vulnerabilities 

can include: 

 ■ Human error, often due to the lack of regular  

personnel training and an absence of a “security first” 

corporate culture

 ■ Insider misuse and physical theft of company  

or personal property

Beyond physical protections to technology, personal  

and cultural safeguards must be fostered as well.

Making cybersecurity a part of 
corporate culture
Building corporate cultural awareness in an organization 

around data security and the nature of cybercrime is a vital 

mandate to ensuring the integrity of company data and the 

reputation of the brand.

The challenges around cybersecurity affect the entire culture 

of an organization. Investing in better cybersecurity must 

involve the time and resources spent in educating staff at 

every level on the realities of cybercrime and ways to deter 

and defend against it. Some key initiatives organizations can 

conduct to increase data security cultural awareness include:

 ■ Make a cybersecurity information session part of the  

on-boarding process, from corporate employees to service 

staff. Craft each session according to the kinds of attacks 

staff are most likely to encounter in their particular area of 

the business.

Cybercrime motives

Some hackers are motivated by their own ideological, 

political, or social causes. They are popularly known 

as “hacktivists” or “nation state hackers”—with high 

profile Russian hacking making recent headlines. 

Most often, though, cybercriminals are professionals 

with a single goal in mind: money.

Cybercrime is an underground industry that 

represents a significant negative impact on legitimate 

business in every sphere. The Center for Strategic & 

International Studies (CSIS) estimates that the financial 

toll cybercrime exacted on industries and the global 

economy saw a $155 billion increase in the four-year 

span between 2014 and 2018.8
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 ■ Regularly communicate with staff about the importance of 

cybersecurity throughout the year in company newsletters, 

intranet posts, emails, and memos from company 

leadership to keep it fresh for everyone in the organization.

 ■ Work with cybersecurity companies to regularly brief staff 

about threats to business and customer data and how each 

employee can help to keep it safe from cybercrime.

 ■ Test staff knowledge of cybersecurity and cybercrime 

issues and challenges regularly through courses and 

review materials.

 ■ Foster an open-door policy around data security to 

empower staff to report errors without the threat of punitive 

measures against themselves or others.

Protecting valuable data is best addressed by  

company leadership at the highest levels, well before  

any incidents occur. 

Considerations of the day-to-day operations at every 

level are important. An organization’s data assets are 

tied to the life and health of the organization as a whole. 

It’s vital to encourage staff members at all levels to view 

their relationship to company and customer data as a key 

responsibility. Creating an environment where security is a 

top priority is necessary to reducing the chances of a breach.

Better cybersecurity from  
the C-level down
Apart from creating a “security first” mentality and corporate 

culture, there are additional practical steps leadership  

teams can take to create a more secure environment for 

business and customer data. Actions company leadership 

can take include: 

 ■ Form a dedicated planning and action committee around 

company cybersecurity, including C-level participation.

 ■ Create a clear mission statement for the committee  

that includes a measurable dedication of time from  

its members.

Cybercrime methods

The varied methods of cyberattacks can include 

hacking tools that sniff out vulnerable IP addresses, 

SQL and scripting vulnerabilities, and other security 

gaps. These weaknesses can be discovered by 

criminals during sweeps to find the most likely 

point of entry in a target’s security defenses. This 

graphic breaks down some common methods that 

cybercriminals use to steal business data.

Cybercrime methods by percentage (some 

categories are combined, so the total exceeds 

100%)—Source: 2018 Data Breach Investigations 

Report by Verizon9.

Cybercriminals are also capable of taking “physical 

action.” This can include the theft of hardware like 

laptops, tablets, and USB flash drives, and can even 

involve physical intrusions into company facilities 

where data can be more easily be accessed.

Hacking 48%

Physical
actions
11%Privilege

misuse
12%

Social attacks
17%

Errors as
casual 
events 17%

Included malware
30%
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 ■ Ensure that all POS solutions and supplementary devices  

in all company locations (terminals, pin pads, kiosks, etc.) 

are compliant with industry security protocols.

 ■ Review IoT devices in place in company locations, assess 

their necessity, and determine how the devices connect 

with business and consumer data; secure each device and 

develop a greater overarching security plan with those 

devices in mind.

 ■ Make cybersecurity a priority when vetting new  

tech partners and when seeking to continue with  

existing partners.

 ■ Review and revise cybersecurity action plans as new 

technology is introduced to the company tech platform.

Securing company data against all forms of cybercrime must 

flow down from company leadership in IT, operations, and 

in-house security departments alike. Attempts by criminals 

to circumvent security systems will continue to evolve and 

become more diverse. Making sure that security measures 

evolve at pace with those efforts and go beyond them must 

be ongoing.

Which industries and sectors are 
most targeted by cybercriminals?11

 ■ Healthcare

 ■ Financial services

 ■ Manufacturing12

 ■ Government agencies

 ■ Enterprise-level business (retail, hospitality13, etc.)

 ■ Transportation

Key preventative measures against  
a data breach

What are the basics to reducing the likelihood  

of a data breach?

 ■ Conduct regular audits of the company tech stack, 

starting at the device and the firewall level.

 ■ Be proactive with data security when creating and 

managing new staff processes that deal with shared 

documents and reports. 

 ■ Make two-factor authentication (2FA) or two-step 

verification (2SV) mandatory as part of staff access 

to company tech resources.

 ■ Create awareness for staff around physical 

environments and where unauthorized individuals 

may try to gain access. 

 ■ Work closely with vendors and partners on 

improving security measures connected to  

their solutions.

“A modern cybersecurity program 
must have Board and Executive level 
visibility, funding, and support. The 
modern cybersecurity program also 
includes reporting on multiple topics: 
understanding how threats impact 
revenues and the company brand,  
sales enablement, brand protection,  
IP protection, and understanding  
cyber risk.”10

Demitrios Lazarikos (Laz)
Founder, Blue Lava Consulting
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Four important takeaways for 
guarding against cybercrime
Taking precautions when it comes to an organization’s 

technology platform and its corporate culture is a part of 

the cost of doing business in our data-driven era. Every 

organization should be engaged in the following core 

activities as the basis for cybersecurity best practices: 

1. Be aware of the trends and impact of cybercrime and how

it continues to evolve.

2. Create a “security first” corporate culture that flows from

the executive team down to every staff member.

3. Continually investigate possible sources of weaknesses

that may make an organization vulnerable to attack.

4. Conduct regular audits and testing of cybersecurity

measures in place to safeguard company data, including

penetration testing (“pen tests”).

The nature of cybercrime and the ways to resist it will  

change over time as new technologies emerge. Despite 

an evolving cybercrime landscape, one principle remains 

constant: the necessity for organizations to make 

safeguarding company data a top priority—with staff 

members at every level of the organization involved in 

serving this ongoing and vital endeavor.
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